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MOJIOXXEHME
O nopsake XpaHeHUs U 3alUnTbl NEPCOHa/IbHbIX AAAHHbIX NOJib30BaTeNen

1. TepMuHbl M onpepeneHns

CalT — COBOKYMHOCTb NPOrpaMMHbIX W annapaTHbIX cpeacTs ans 9BM, obecneumnBatowmx nybnmkaumio
ans Bceobuero 0603peHns MHDOpPMaUUmM 1 AaHHbIX, 0ObEANHEHHbBIX 0OLWKUM LieNneBbiM Ha3Ha4YeHMeM,
NnocpeacTBOM TEXHUYECKUX CPeACTB, MPUMEHSIeMbIX AN8 CBSA3W Mexay 3BM B cetn WHTepHeT. Mop
Caiitom B TonoxeHun noHumaeTcss CaiiT, pacnonoXeHHbin B  ceTm  WHTepHeT 1o
afpecy: https://cvetmir3d.ru/.

Monb3oBaTenb — nosb3oBatesb ceTv WMHTepHeT U, B YacTHocTH, CailTa, UMEeoLWMiA CBOKD JIMYHYHO
CTpaHuuy (Npoduib/akkayHT).

®depnepanbHblit 3akoH (®3) — dGegepanbHblil 3akoH 0T 27.07.2006 N2 152 ®3 «O nepcoHanbHbIX
JaHHbIX>» (aanee — 3aKOH O NePCOHAsIbHbIX AaHHbIX).

MepcoHanbHble pAaHHble — f0bas WHPOpMauUMs, OTHOCAWANACA MNPSAMO WM KOCBEHHO K
onpeaeneHHoMy Unn onpeaenseMomMy gusmyeckomy nuuy (CybbekTy nepcoHanbHbIX AaHHbIX).

lNMepcoHasnbHble [aHHble, pa3pelleHHble CY6bEeKTOM MNepcoHasibHbIX [AAaHHbIX A4S
PacnpoCcTpaHeHUsl — NePCoHalbHbIE [laHHble, AOCTYM HEOrPaHUMYEHHOro Kpyra nul K KOTOPbIM
NpeaocTaB/ieH Cy6bEKTOM MEPCOHAbHbIX AaHHbIX NMYTEM Aayu cornacus Ha 06paboTKy NepCoHaNbHbIX
JlaHHbIX, pa3peLlEHHbIX CyObEKTOM MEepPCOHaNbHbIX AaHHbIX ANs PacnpoCTpaHeHWs B MOPSAKE,
npeaycMOTPeHHOM 3aKOHOM O NMEPCOHANbHbIX AaHHbIX.

OnepaTop — OpraHu3auusl, CaMOCTOATENIbHO WM COBMECTHO C APYrMMM NULAMM OpraHM3yoLlas
06paboTKy NepcoHasibHbIX AaHHbIX, @ TakXe onpeaensiowas uenm o6paboTky NepcoHasnbHbIX AaHHbIX,
nognexatumx obpaboTke, AeMCTBUS (Onepauum), CoBepLUAEMbIE C NEPCOHANbHBIMU AaHHBIMU.

OnepaTopoM sBNsSieTC  O6WECTBO C  OrpaHWYEHHOW OTBETCTBEHHOCTbIO  «LIBETHOW  Mup»,
pacnonoxeHHoe no aapecy: 141014, MockoBckasi 06nacTb, . MbiTvLK, yn. Bepbl BonolumnHoi, a. 27,
KB. 72

0O6paboTka NnepcoHasibHbIX AAHHbIX — Nt06oe aelicTBue (onepaums) UnM COBOKYNHOCTb AEUCTBUN
(onepauumit), coBepLuaeMbIX C UCMOMb30BaHNEM CPEACTB aBTOMaTU3aLUmu Unu 6e3 NCnonb30BaHUS Takux
CPeAcTB C MepcoHanbHbIMU  AaHHbIMKM, BKAOYas cbop, 3anucb, CUMCTEMATU3aUMIO, HaKomMeHue,
XpaHeHue, yTouHeHue (OBGHOBNEHME, W3MEHeHWe), U3BJIeYeHMe, WCNoNb30BaHue, nepeaavy
(pacnpocTpaHeHue, npepocTaBneHue, A0cTyn), obe3nuuuBaHue, 6/0KMpOBaHWe, yaaneHue,
YHUUTOXEHME NepCoHasbHbIX AaHHbIX.

ABTOMaTU3MpOBaHHasA 06paboTka nepcoHanbHbIX AaHHbIX — 06paboTka NepcoHanbHbIX AaHHbIX
C MOMOLLbIO CPEACTB BbIYNCTTUTENBHON TEXHUKM.


https://cvetmir3d.ru/

MpepocraBneHne nepcoHasibHbIX [AHHbIX — AEVICTBMH, HanpaeJiIEHHbIE Ha pPacCKpbiTUE
NEepPCOHAsIbHbIX AaHHbIX ONpeAeNEeHHOMY NnLy Unn onpeaeneHHoMy Kpyry numd.

BnokunpoBaHMe NepCcoHasIbHbIX AAaHHbIX — BPEMEHHOE NpeKpalleHne 06paboTkM MepCoHaNbHbIX
JaHHbIX (33 MCKIOYEeHWeM criyyaeB, ecim 0bpaboTka HeobxoauMa ANst YTOYHEHMS NepCOHasbHbIX
JaHHbIX).

YHUUTOXXEeHME MNepCOHasIbHbIX AaHHbIX — AEVICTBMFI, B pe3ynbTtaTt€ KOTOPbIX CTAHOBUTCA
HEBO3MOXHbIM BOCCTAHOBUTb COAEPXXaHME NEPCOHANIbHbIX AaHHbLIX B MHCI)OpMaLI,I/IOHHOI\;I cucreme
NnepcoHasibHbIX AaHHbIX uvin B pe3ynbTaTte KOTOPbIX YHUYTOXAKOTCA MaTepunalibHblE HOCUTENU
nepcoHasibHbIX AaHHbIX.

06e3nnunBaHMe NEepCcoHasIbHbIX AAHHbIX — [EWCTBUS, B pe3y/bTaTe KOTOPbIX CTaHOBUTCS
HEBO3MOXHbIM 6€3 MCMOSIb30BaHMS [OMONHWUTENbHOW MHGOPMauMM OnpeaenuTb MpUHAASIEXXHOCTb
NepCOHasbHbIX JaHHbIX K KOHKPETHOMY Cy6beKTy NepCOHasbHbIX AaHHbIX.

UHdopmaumoHHas cucreMma nepcoHanbHbiX gaHHbIX (MCIMOH) — COBOKYMHOCTb COAEPXKALLUMXCS
B 6a3ax [aHHbIX MepcoHaNbHbIX AaHHbIX M obecneuvBalomx Mx 06paboTKy MHGMOPMALMOHHBIX
TEXHOMOMMIN U TEXHUYECKUX CPEACTB.

2. O6wwMe nonoxxeHmsa

2.1. MonoXxeHne o NopsiAKE XpaHEHUS U 3aLLUTbLI NEPCOHalbHbIX AaHHbIX Monb3oBaTenei CaliTa (nanee
— MonoxxeHne) paspaboTaHo C Lesblo cobntoaeHust TpeboBaHWii 3akoHoAaTeNbCTBa PP, cogepkalumx
nepcoHanbHble AaHHbIE U naeHTUdMKaumn Monb3oBaTenei, Haxoasiwmxca Ha CaiTe.

2.2. MonoxeHne pa3paboTaHo B COOTBETCTBMM C KOHCTUTyuuel PO, MpakaaHCKMM KoaekcoMm PO,
JENCTBYIOLMM 3aKOHOAATENLCTBOM P® B 06/1aCTH 3alUMTbl NEPCOHASbHBIX AaHHbIX.

2.3. MonoXeHne yCcTaHaBIMBaET NOpsAOK 06paboTkM NepcoHasnbHbIX AaHHbIX Monb3oBatenei CanTa:
JencTtBust Mo cbopy, cUCTEMATM3aUMM, HAKOMMEHUIO, XPaHEHWIO, YTOYHEHWUIO (OBHOBMEHMIO,
N3MEHEHNID), YHUUTOXEHWNIO NEPCOHANBbHbLIX AAHHbIX.

2.4. MonoxeHWe ycTaHaBnMBaeT obsizaTeslbHble ANs COTPYAHWKOB OnepaTtopa, 3aAeiCTBOBaHHbIX B
obcnyxuBaHun Caitta, obwme TpeboBaHMs M MpaBuia No paboTe cO BCEMM BMAAMM HOCUTENEW
nHdopMaLum, coaepkalliMMmn nepcoHanbHble AaHHble Monb3oBaTtenei Canra.

2.5. B MNonoxeHnn He paccMaTpuBaloTCcs BONpockl obecneyveHns 6€30nacHOCTM NepcoHanbHbIX AaHHbIX,
OTHECEHHbIX B YCTQHOBJIEHHOM MOPSAKE K CBEAEHWSIM, COCTaBMSIIOWMM FOCYAAPCTBEHHYIO TalHy
Poccuitckont ®eaepaumn.

2.6. LUenamu MonoxeHnsa aBnsatoTcs:

e obecneyeHne TpeboBaHMiA 3aLWMThLI MpaB U cBOOOA YenoBeka U rpaxxaaHuHa npy obpaboTke
MepcoHanbHbIX AaHHbIX, B TOM 4uC/e 3aluTbl NPaB Ha HEMPUKOCHOBEHHOCTb YaCTHOM
YKU3HU, NINYHYIO U CEMEWNHYIO TaliHy;

e UCKIOYEHME HECAHKLMOHMPOBAHHLIX AEUCTBUI COTPyAHUKOB OnepaTtopa M NtobbIX TpeTbmx
nvy no cbopy, cucteMaTusaumu, HaKOMMEHMWIO, XPaHEeHWIo, YTOYHeHuIo (0BHOBREHuIo,
W3MEHEHMWI0) MepCcOoHaNbHbIX AaHHbIX, WHbIX (OPM HE3aKOHHOrO BMellaTenbCTBa B
WMH(OPMaLIMOHHBIE PECYPChbl U TIOKaNbHYIO BbIUMCIUTENBHYIO ceTb OnepaTopa, obecneyeHue
NMpaBoOBOrO ¥ HOPMATUBHOIO peXuMa KOHMOUAEHUMANbHOCTU HeAOKYMEHTUPOBAHHOM
nHbopmauum Monb3oBaTtenen CaiTa; 3awmUTa KOHCTUTYLIMOHHbBIX NPaB rpaXxaaH Ha JIMYHYO
TallHy, KOH(WAEHUMANbHOCTb CBEAEHWUM, COCTaBASIOWMX MNEPCOHaNbHbIE [aHHble, U
npeaoTBpalleHe BO3HWKHOBEHWS BO3MOXHOM Yyrpo3bl 6Ge3onacHocTu [Monb3oBaTenei
Caitta.

2.7. MpuHUMnbl 06paboTKK NepcoHanbHbIX AaHHbIX:

e 06paboTka NepcoHasibHbIX AaHHbIX A0HKHA OCYLLECTBAATLCA HA 3aKOHHOW W CrpaBeAnvBOM
OCHOBE;

e 06paboTka NepcoHasibHbIX AaHHbIX AO/KHA OrpaHMYMBATBLCS AOCTUXKEHWEM KOHKPETHbIX,
3apaHee OnpeaenieHHbIX U 3aKOHHbIX Leneir. He gonyckaetcs 06paboTka nepcoHasbHbIX
AQHHbIX, HECOBMECTUMas C LUensamMm c6opa NepcoHasnbHbIX AaHHbIX;



e He ponyckaetcs obbeanHeHve 6a3 AaHHbIX, CcoAepXXalMxX MepcoHanbHble AaHHble,
06paboTka KOTOPbIX OCYLLECTBISIETCS B LIENISIX, HECOBMECTUMBIX MeXay CoboM;

e 00paboTke noanexaT TONbKO MepPCoHasIbHble AaHHble, KOTOPble OTBEYalT LEeNsaM Wux
06paboTky;

e coAepxaHue n 0bbem obpabaTbiBaeMbiX NEPCOHaNbHbIX AAHHbIX AO/MKHbI COOTBETCTBOBATH
3a9BEHHbIM Liensam 0bpaboTtku. ObpabaTbiBaeMble NEPCOHasbHble AaHHbIE HE AOKHbI 6bITb
M36bITOYHBIMM MO OTHOLLEHMIO K 3asiBIEHHBbIM LiensiM X 06paboTku;

e cofepxaHue n obbem obpabaTbiBaeMbiX NEpPCOHasbHbIX AAHHbLIX HEONnpeaesieHHOMY Kpyry
mu, onpepensieT CybbeKkT MnepcoHasibHbIX AaHHbIX B COMALIEHUMM Ha pacnpoCTpaHeHue
NnepcoHasnbHbIX AaHHbIX;

e Npu 06paboTke NepcoHasnbHbIX AaHHbLIX AO/MKHbI 6bITb 06ecneyeHbl TOYHOCTb NEPCOHAsbHBIX
[aHHbIX, X AOCTAaTOYHOCTb, @ B HEOOXOAMMBIX C/lydasix U aKTyalbHOCTb MO OTHOLUEHMIO K
uensM 06paboTkyn NepcoHanbHbIX AaHHbIX;

e XpaHeHMWe NnepcoHasbHbIX AaHHbIX AO/HKHO OCYLECTBASTLCS He AO0SIbLUE, YEM 3TOro TpebytoT
uenn 06paboTkM NepcoHasbHbIX AAHHBIX, €CIM CPOK XPaHEHMS MEepPCOHAsNbHbIX AAHHbIX He
ycTaHoBneH ®egepanbHbIM 3aKOHOM, COrfalleHMeM, CTOPOHOM KOTOPOro SIBSIETCA
Monb3oBaTtens;

L] 06paGaTbIBaEMble NepcoHasibHblE AaHHbIE NoAneXat YHUYTOXEHUIO mMbo 06e31nYMBaHNIO
Mo AOCTUXKEHUU Lenen 06paboTKuM, NpW OT3bIBE CyEbEKTOM NEPCOHASbHbIX AaHHBIX COrnacus
Ha pacnpoCcTpaHEHNE MEPCOHalIbHbIX AaHHbIX UKW B C/ly4Ya€ YyTpaThbl HEOﬁXO,qVIMOCTVI B
OOCTUXKEHUN 3TUX uenel‘/'l, €Cfin UHOE He NpeayCMOTpPEHO CDep,epaanblM 3aKOHOM.

2.8. Ycnosus 06paboTkm nepcoHanbHbIX AaHHBbIX.

2.8.1. O6paboTka nepcoHasnbHbIX AaHHbIX lMonb3oBaTenein CaiTa OCYLLECTBNAETCA HA OCHOBaHWM
MpaxkgaHckoro kogekca P®, KoHctutyuum P, aeincTBylollero 3akoHoaaTeNnbcTBa PO B obnactu
3aLWMTbl NEePCOHasbHbIX AAHHBIX.

2.8.2. O6paboTka NepcoHasbHbIX AaHHbIX Ha CaiTe OCyLEeCTBASETC C COBMOAEHNEM MPUHLMMOB U
npasun, NpeaycMoTpeHHbIX MonoXeHneM 1 3akoHOAATENLCTBOM PO,

O6paboTka nepcoHanbHbIX AaHHbIX AOMYCKAETCS B CNeayoWwmx cnyyasx:

e 06paboTka MepcoHanbHbIX AaHHbIX HeobxoauMMa AN Mcronb3oBaHus CaliTa, CTOPOHOM
KOTOporo sBnseTcsa Mosb30BaTesb;

o o6pa60TKa NnepCoHasibHbIX AaHHbIX HEOﬁXOﬂMMa Ana 3aWnTbl XXU3HW, 300P0BbsA WU UHBbIX
XWU3HEHHO BaXHbIX WHTepecoB [lonb3oBatens CalTa, €CAM  MofyyeHUe Ccornacus
HEBO3MOXHO;

o o6pa60TKa NepCoHalibHbIX AaHHbIX H€O6XOL|,VIMa Onga OoCywecTBeEHNUA MNMpaB U 3aKOHHbIX
nHTepecoB OnepaTopa WM TPETbMX NUL IM60 ANA JOCTMXKEHUS OBLLECTBEHHO 3HAUUMBIX
Lenen mpyu ycnoBuM, YTO MPU 3TOM HE HapyllaloTcs npaBa W csoboabl Monb3oBaTenei
CaitTa;

e 06paboTka MepcoHanbHbIX [AaHHbIX OCYLIECTBMSAETCA B CTAaTUCTMYUECKUX WU MHbIX
ncenenoBaTesibCknx Lendx, 3a UCKIIoYEHUEM O6p660TKVI NEPCOHaNbHbIX AaHHbIX B LENAX
NpoABWXXeHUs TOBapoB, paboT, YCNYr Ha pbIHKE NYTEM OCYLLUECTBAEHUS NPSAMbIX KOHTaKToB
C MOTEHUManbHbIMKU MOTPEBUTENSAMM C MOMOLLBIO CPEACTB CBSA3W, a TaKkKe B Lensx
NoSIUTUYECKOM aruTaumu, Npu YCnoBUU 0653aTeNlbHOro 06e3MMUMBaHNA NEePCOHaNbHbIX
JlaHHbIX.

2.9. Lenn 06paboTkun nepcoHasnbHbIX AaHHbIX.

2.9.1. O6paboTka NepcoHaNbHbIX AaHHbIX Monb3oBaTenelt CaliTa OCYLIECTBNSETCS UCKIIOUUTENBHO B
Lensax npeaoctasneHuns Monb3oBaTeno BO3MOXHOCTM B3aMMoeNcTBOBaTh ¢ CauToM.

2.9.2. CBegeHusiMM, COCTaBMSIOWMMKM MNeEpPCOHaNbHble fdaHHble Ha CalTe, sBnsieTca  nwobasi
nHbopMaLms, OTHOCSALLASACS K ONpeaeneHHOMY UM onpesensieMoMy Ha OCHOBaHWM TakoW nHdopMaLumm
usmyeckomy nuuy (CybbekTy nepcoHasnbHbIX AaHHbIX).

2.10. VICTOYHWKM NoNyYeHUs nepcoHanbHbIX AaHHbIX Monb3oBaTenei.



2.10.1. WctoyHukoM uHdopmMaumn 060 BCeX MNepCOHasnbHbIX [AaHHbIX [lonb3oBaTens ABASETCS
HenocpeacTBeHHo caM Monb3oBaTeb.

2.10.2. WctoyHnkoM MHDOpMauMM O MEpCOHarnbHbIX AaHHbIX [onb3oBaTens SABASIOTCS CBEAEHMS,
MoJTyYEHHbIE BCIeACTBME NpeaocTasieHust Onepatopom Monb3oBaTento npae nosib3oBaHns CaiToM.

2.10.3. MNepcoHanbHble AaHHble [onb30BaTeNe OTHOCATCA K KOHMbMAEHUMaNbHON WHbOpMaLmm
OrpaHN4YeHHoro JocTyna.

2.10.4. OnepaTop He UMeET npaBa cobupaTb n 0bpabaTbiBaTb NepcoHanbHble AaHHble [onb3oBaTens
O €ro pacoBOM, HAUMOHANbHON MNPUHALNEXHOCTU, MOMUTUYECKUX B3rNsSiAaX, PENUrUO3HbIX WK
bunocodcknx ybexaeHusX, YacTHOM DKM3HW, 3@ MUCKIIOYEHWEM CIlydyaeB, NPedyCMOTPEHHbIX
[ENCTBYIOLNM 3aKOHOAATENbCTBOM.

2.10.5. Onepatop He nMeeT npaBa nony4daTb M 0b6pabaTbiBaTb NepcoHasbHbIe AaHHble Nonb3oBaTens
O €ro YneHcTtBe B OOLIECTBEHHbIX O6bEAVHEHUAX WM €ro NpodCco3HON AesTENbHOCTY, 33
UCKJTIOYEHMEM CITyYaeB, NpeayCcMOTPeHHbIX PeaepanbHbIM 3aKOHOM.

2.11. Cnocobbl 06paboTkM NepCcoHanbHbIX AAHHbIX.

2.11.1. TMepcoHanbHble paHHble [lonb3oBateneir Canta 06pabaTbiBAlOTCA  UCKIOUUMTENBHO C
NCNoO/b30BaHNEM CpeACTB aBToMaTU3aumu.

2.12. MpaBa cy6bekToB (Monb3oBaTenei) NepcoHasbHbIX AaHHbIX.

2.12.1. Monb30BaTesb MMEET NPaBO Ha MoJyyeHue cBeieHni 06 OnepaTope, 0 MECTE €ro HAXOXKAEHNS,
0 Hanmumm y OnepaTopa NepCOHanbHbIX [AaHHbIX, OTHOCSLIMXCS K KOHKPETHOMY Cy6bekTy
NepCOHalIbHbIX AaHHbIX (n0ﬂb3OBaTeﬂI0), a TaKXe Ha O3HaKOMJIEHWE C TakKMMKU NepCOoHasibHbIMU
OaHHbIMU1, 33 UCKITIOYEHNEM CyYaeB, NpeayCMOTPEeHHbIX YacTblo 8 cTaTbk 14 3akoHa O NepCoHanbHbIX
JaHHBbIX.

2.12.2. MNonb3oBaTenb UMEET NpaBo Ha nonydyeHne ot OnepaTopa nNpy NMYHOM obpalleHun K Hemy
6o npu nosyyeHnn OnepaTopoM NCbMEHHOIO 3anpoca oT MNonb3oBaTens creayoLlen MHdopmaumu,
Kacatowlencst 06paboTkM ero NepcoHasbHbIX AaHHbBIX, B TOM YMCTIE COAEPXKALLEN:

e rnoaTeepxaeHve dakta 0b6paboTkM nepcoHanbHbIX AaHHbIX OnepaTopoM, a Takxke uenb
Takoi 06paboTku;

e MpaBOBble OCHOBaHWUS 1 Lenn 06paboTkn NnepcoHanbHbIX AaHHbIX;

e Lenm n npuMeHsieMble OnepaTopoM cnocobbl 06paboTkn NepcoHanbHbIX AaHHbIX;

e HaMMeHOBaHMe M MeCTo HaxoxaeHmst OnepaTopa, CBegeHWs O nuuax (3a UCKIYeHWeEM
paboTHWMKOB onepaTopa), KOTopble MMEIOT AOCTYN K NepCOHaNbHbIM AAHHBIM UAN KOTOPbLIM
MOryT 6bITb PacKpbITbl NEPCOHAsIbHbIE AaHHbIE HAa OCHOBaHUKM aorosopa ¢ OnepaTtopom unm
Ha ocHoBaHMK GeaepasnibHOro 3akoHa;

e (obpabaTbiBaeMble NepcoHasibHble AaHHbIE, OTHOCALWMECS K COOTBETCTBYHOLWEMY CybbekTy
MepCoHanbHbIX AaHHbIX, UCTOYHUK UX MOMYYEHWUS, ECNIM MHON MOPSIAOK MPeaoCTaB/ieHUs
TaKWX AaHHbIX He nNpeaycMoTpeH deaepanbHbiM 3aKOHOM;

e CpOKM 06paboTKM NepCcoHanbHbIX AAHHbLIX, B TOM YMCIE CPOKU UX XpaHEHWUS;

e TOPSAOK OCYLEeCTBNeHNs CYObeKTOM MepCOHasbHbIX [AaHHbIX MNpPaB, MNpeayCMOTPEHHbIX
®epepanbHbIM 3aKOHOM;

e UHdbopMaUMo 06 OCYLLECTBIEHHOW WM O NPeAnonaraeMoi TpaHCrpPaHWYHOW nNepefade
[AaHHbIX;

e HauMMeHOBaHWe unu pamununio, NMs, OTHECTBO U aapec nuua, ocywwecTensowero obpaboTky
nepcoHanbHbIX AaHHbIX NO nopyyeHuto OnepaTopa, ecnn obpaboTka nopydyeHa nam byaet
nopyyeHa Takomy nuuy;

e VHble CBeAeHusl, npeaycMoTpeHHble ®efepanbHbiM 3aKOHOM MW ApyruMKn deaepanbHbiMm
3aKoHamu;

e TpeboBaTb M3MEHEHMS, YTOUYHEHUS, YHUUTOXEHMS MHbOpMaumumn o camom cebe;

e 0b6XanoBaTb HemnpaBOMEpHble AEUCTBUSI UK 6e3geicTBue no 06paboTke MepcoHasIbHbIX
AaHHbIX 1 TpeboBaTb COOTBETCTBYIOLLEN KOMMNEHCALUUN B CYAE;

e Ha JOMOJIHEHNE NEPCOHaNbHbIX AAHHbLIX OLEHOYHOMO XapaKTepa 3asB/IEHNEM, BblpaXkaloLmnM
€ro cO6CTBEHHYIO TOUKY 3peHus;

e onpenensitb NpeacTaBUTeNel Ans 3almTbl CBOMX NEPCOHANbHbIX AaHHbIX;



° TDGGOBaTb oT OnepaTopa yBeaoMeHus 060 Bcex npon3BeAEHHbIX B HUX U3MEHEHUAX UNTU
NCKTHOYEHUAX U3 HUX.

2.12.3. TMonb3oBaTenb MMEET nNpaBO 06)kanoBaTb B YMNO/HOMOYEHHOM OpraHe Mo 3alluMTe MpaB
Cy6BbEKTOB NepcoHasbHbIX AaHHbIX MK B cyaebHOM nopsiake aencteus unu 6esaeiictesme OnepaTopa,
€C/IM CYMTAET, UTO MOCIEAHUIA OCYLLECTBASET 06paboTKy ero nepcoHasnbHbIX AaHHbIX C HapyLLUEHNEM
TpeboBaHuin deaepanbHOro 3akoHa «O nepcoHanbHbIX AaHHbBIX® MW UHBIM 0B6Pa30oM HapyLIAeT ero
npasa u CBO6O/bI.

2.12.4. MNonb3oBaTeNnb NepCoHasnbHbIX AAHHbIX MMEET MpaBO Ha 3alWMTy CBOMX MpPaB WM 3aKOHHbIX
WHTEpPEecoB, B TOM 4MC/le Ha BO3MelleHue YObITKOB M (MnnM) KOMMEHCauMto MOpasbHOrO Bpeda B
cynebHoM nopsiake.

2.13. O6s13aHHOCTM OnepaTtopa.

2.13.1. Mo dakTty nmnyHoro obpaueHnss nMbo Npu NOAYyYEHMM MUCbMEHHOro 3anpoca CybbekTa
MepcoHanbHbIX AaHHbIX MM €ero npeacrtaButenst OnepaTop, NMpU HalMuMM OCHOBaHWA, 06si3aH B
TeyeHune 30 aHel ¢ aaTbl 0bpaLleHns NMbo NoyYeHns 3anpoca CybbekTa NepCcoHanbHbIX AaHHBIX UK
€ro npeacTaBUTeNsl NpeaocTaBUTb CBEAEHUS B 06beMe, yCTaHOB/IEHHOM (denepasibHbiM 3aKOHOM.
Takune cBeAeHWs AOMKHbI 6bITb NPeAOCTaBNEHbI CyEbeKTY NEPCOHANbHBIX AaHHbIX B AOCTYMNHOMN (hopMe,
N B HUX HE [AOO/DKHbl COAEPXATbCA MEPCOHAsIbHblE AaHHbIE, OTHOCALUMECA K APYyruMm Cy6'b€KTaM
MepCoHanbHbIX [AaHHbIX, 33 WCK/OYEHWEM C/yYyaeB, €C/IM MMEKTCS 3aKOHHble OCHOBaHWS Ans
PACKpPbITUSI TaKUX NEPCOHaNbHbIX AaHHBIX.

2.13.2. Bce obpalleHust cybbekToB NepcoHabHbIX AaHHBIX UKW UX NpeACTaBUTENEN PerncTpUpyroTCs
B XXypHane y4yeTa obpallieHunii rpaxaaH (Cy6beKToB NepcoHanbHbIX AaHHbIX) MO BONpocaM 06paboTku
nepcoHasibHbIX AAHHbIX.

2.13.3. B cny4yae 0TKasa B NPeAoCTaB/IEHUM CyObEKTY NePCOHasbHbIX AaHHBLIX UK €ro NpeacTaBUTENo
npu obpaweHun nmbo npu nonyYeHMM 3anpoca CcybbekTa nepcoHasnbHbIX AaHHBIX WAM  ero
npeacraBnTend VIHCbOpMaLI,VIVI O Haan4ymm nepcoHanbHbIX AdHHbIX O COOTBETCTBYIOLLEM Cy6'beKTe
MepcoHanbHbIX AaHHbIX OnepaTop 06s3aH AaTb B MWUCbMEHHOM (OpMe MOTUBMPOBAHHLIN OTBET,
coaepyallLnii CCbINIKY Ha MosioXXeHne Yactu 8 ctaTbi 14 3aKoHa O MEepPCOHasIbHbIX AAHHbLIX UM UHOMO
(enepanbHoOro 3akoHa, SBAAOLIEECS OCHOBAHWEM /st TAaKOro OTKasa, B CPOK, He npeBbiwatolmin 30
[Hel co AHA obpalleHusi cybbekTa NepcoHanbHbIX AaHHbLIX MW ero npeactaBuTens, nvbo c aaThl
nony4eHnsa 3anpoca Cy6'beKTa NepCoHasIbHbIX AaHHbLIX MK €ro NpeacTtaBUTENS.

2.13.4. B cnyyae nonyyeHust 3anpoca OT YMNO/IHOMOYEHHOro opraHa no 3awute npaB CybbekTos
MepCcoHanbHbIX AaHHbIX O MPeAoCTaBNEHUN MHGOPMaUMKM, HeobxoaAMMOW ANs  OCYLLECTBNIEHUS
AeaTenbHOCTM  yKasaHHOro opraHa, Onepatop o06s3aH coobwntb Takylo MHMOPMauMio B
YMOJTHOMOYEHHBIN OpraH B TeuyeHue 30 AHeW C AaTbl NOyYEHMs] TAaKOro 3anpoca.

2.13.5. B cnyyae BbisiBNEHUS: HenpaBoMepHoW 06paboTky nepcoHanbHbIX AaHHbIX Npy obpalleHnn unm
no 3anpocy cybbekTa NepcoHanbHbIX AaHHbIX UK ero npeactasutens AMbo yNnoiaHOMOYEHHOro opraHa
no 3awmTte npasB CybbeKTOB MepcoHasnbHbIX AaHHbIX Onepatop 0bs3aH ocylecTBUTb B6noKMpoBaHne
HenpaBoMepHO o06pabaTbiBaeMbIX MEepCOHanbHbIX AaHHbIX, OTHOCALMXCA K 3TOMy CybbekTy
nepcoHasnbHbIX AaHHbIX, C MOMEHTa Takoro obpaLleHns unmn NnosyyeHns yKkasaHHOro 3anpoca Ha nepuoa
NpOBEPKMU.

2.13.6. B cnyyae BbISIBNIEHNS HENPABOMEPHOW 06paboTKM NMEPCOHasbHbIX AaHHbIX, OCYLLECTBISEMON
OnepaTopoM, NMOCIeAHUn B CPOK, HE MPEBLILIAIOLLNIA TpeX pabounx AHEN C AaTbl 3TOrO BbISBIEHMS,
06s13aH NpeKkpaTUTb HENMPABOMEPHYIO 06paboTKy NEPCOHasbHbIX AaHHbIX. O6 YCTpaHEHUN JOMYLIEHHbIX
HapyLeHuii OnepaTop 06s3aH YBEAOMUTb CyObeKTa NepPCOHasbHbIX AaHHbIX UK €ro NpeacTaBuUTENS,
a B Cflyyae ecnv obpalleHne cybbekTa NepcoHasbHbIX AaHHbIX WM ero NpeacTaBuTenst IMbo 3amnpoc
YMO/IHOMOYEHHOMO OpraHa Mo 3aliuTe MnpaB Cy6beKTOB MEpPCOHANbHbLIX AaHHbLIX GblM HanpaBnieHsb
YMO/HOMOYEHHBIM OpraHoM Mo 3allWTe MpaB Cy6beKTOB MEPCOHANbHbIX AaHHbIX, TaKXKe YKasaHHbINI
opraH.

2.13.7. CybbekT nepcoHasnbHbIX AaHHbIX BrpaBe 0bpaTuTbCs C TpeboBaHWEM MpeKpaTUTb nepeaady
(pacnpocTpaHeHue, NPefoCTaB/IEHNE, AOCTYMN) CBOMX MEPCOHaNbHbIX [aHHbIX, paHee paspelleHHbIX
Cy6BEKTOM MEepCOHasbHbIX AAHHbIX AS PacnpoCTpaHeHusi, K Nto6oMy nuuy, obpabaTbiBatoleMy ero



NepcoHanbHble AaHHbIE, B Clly4ae HeCOBMIOAEHMS MONOXKEHMIN HACTOSALLEN CTaTbu UM 0BPATUTLCA C
TakuMm TpeboBaHveM B cyd. [aHHoe nMuo 0653aHO npekpaTuTb nepedady (pacrnpocTpaHeHue,
npeaocTaB/ieHne, AOCTYN) MEpCOHalNbHbIX AaHHbIX B TEYeHWe Tpex pabounx [AHeil C MOMEHTa
nonyyeHus: TpeboBaHUs Cy6bekTa NepCcoHasbHbIX AAHHbLIX UM B CPOK, YKa3aHHbI BO BCTYMWBLUEM B
3aKOHHYIO CW/TY PELLEHWMM CyAa, @ EC/IN TAKOW CPOK B PELLEHMU Cy[la HE yKasaH, TO B TEYEHUE Tpex
paboumx [HEN C MOMEHTA BCTYMIEHUS PELLEHWS Cyla B 3aKOHHYIO CUITY.

2.13.8. Tlepepaya (pacnpocTpaHeHWe, nNpeaoCTaBNeEHNE, [AOCTYM) MNEpCOHanbHbIX  AaHHbIX,
pa3peLleHHbIX Cy6beKTOM MEpPCOHasbHbIX AaHHbIX ANS PaCcnpoCTPaHeHUs, AO/MKHA 6blTb NpeKpalleHa
B noboe Bpemsi no TpeboBaHuO CybbeKkTa nepcoHanbHbIX AaHHbIX. [JaHHoe TpeboBaHue AO0MKHO
BKIOYaTb B cebs hamunmio, MMms, oT4ecTBO (NPY HaAMuUMKM), KOHTAKTHYL MHbopMaumio (Homep
TenedoHa, agpec 3NeKTPOHHOM MOYTbl WM MOYTOBLIN aApec) CybbekTa MepCcoHasibHbIX AaHHbIX, a
TaKXkKe NnepeyeHb NepcoHasbHbIX AaHHbIX, 06paboTka KOTOPbIX MOANEXUT NPeKpaLLEeHNtO. YKa3aHHbIe B
JaHHOM TpeboBaHUM NepCoHasbHbIE AaHHbIE MOTYT 06pabaTbiBaTbCs TOMBKO OMEPaTOpPOM, KOTOPOMY
OHO HanpaB/eHo.

2.13.9. B cnyyae goctmxkeHus uenm o06paboTkm nepcoHanbHbiX AaHHbIX OnepaTop 06513aH NpekpaTuTb
06p360TKy NEPCOHaNbHbIX AaHHbLIX N YHUYTOXUTb NEPCOHa/IbHblE AaHHbIE B CPOK, HE I'IpGBbILIJ6IOLLI,VII7I
30 paboumx AHel C AaThl AOCTYOKEHMSI Lenn 06paboTku MepCoHanbHbIX AaHHbLIX, €Cn MHOE He
NpeaycMOTPEHO COrfacMeM Ha 06paboTKy NepCOHasIbHbIX AaHHbIX, CTOPOHOW KOTOPOro SIBJISIETCS
Cy6beKT NnepcoHasibHbIX AaHHbIX.

2.13.10. 3anpelaeTcs NpUHATME HAa OCHOBAHWM MCKTIOUYUTENBHO aBTOMATM3MPOBAHHOU 06paboTku
MEePCOHaNbHbIX AAHHbIX PELUEHMI, NOPOXAAIOLWMX IOPUANYECKME MOCIEACTBUSI B OTHOLLIEHNM CyObEKTa
nepcoHasibHbIX AaHHbIX MW MHbIM 06pa30M 3aTparmBaloLMX €ro NpaBa M 3aKOHHbIE UHTEPECHI.

2.14. PexunM KOHDUAEHUMANbHOCTM NEPCOHANbHBIX AaHHBIX.

2.14.1. Onepatop obecneumBaeT KOHPUAEHUNANBHOCTL M 6€30NacHOCTb NepCoHanbHbIX AAHHbLIX MpK
nx obpaboTke B COOTBETCTBMM C TpeboBaHUSMMN 3akoHodaTenbcTea PO.

2.14.2. OnepaTop He pacKpblBAEeT TPETbMM NNLAM U HE pacnpoCTpaHSET NepcoHasibHble AaHHble 6e3
cornacms Ha 3To cybbekTa MnepcoHanbHbIX AAHHbLIX, €CiM MHOe He npeaycMoTpeHo depaepanbHbiM
3aKOHOM.

2.14.3. B COOTBETCTBMW C TEPEYHEM MEPCOHANbHbIX AaHHbIX, 06pabaTbiBaEMbIX Ha CaiiTe,
nepcoHasbHble AaHHble Monb3oBaTenel CaTa ABNAOTCS KOHbUAEHUMANBHON MHbOpMaLUEN.

2.14.4. Jluua, ocywectanstowme 06paboTKy nepcoHanbHbIX AaHHbIX, 0683aHbl cobniogaTe TpeboBaHus
pernaMeHTUpyloWMX AOKyMeHTOB OnepaTopa B 4acTu obecneyeHus KOHMDUAEHUMANbHOCTM U
6€30nacHOCTM NepCOHaNbHbIX AAHHBIX.

3. O6paboTka nepcoHasibHbIX AAaHHbIX

3.1. TMepeyeHb obpabaTbiBaeMbIXx MEpPCOHaNbHbLIX AaHHbIX [losfib3oBaTeneil ykasblBaeT CyObekT
MepcoHanbHbIX B COrNacMu Ha 06paboTky MepcoHanbHbIX AaHHbIX, pa3peLleHHbIX CybbekToM
NepCoHanbHbIX AAHHBIX A1 PacnpoCTPaHEHMSI.

3.2. Jlvua, nMerowmne npaso AOCTYrNa K NepCcoHanbHbIM AaHHbIM.

3.2.1. MpaBoM pocTyna K MEpCOHanbHbIM AaHHbIM CcybbekToB 06nagatoT nvua, HageneHHble
COOTBETCTBYIOLMMMN NOSTHOMOUYUSAMU B COOTBETCTBUM CO CBOUMMU CITYXXEOHBIMN 0693aHHOCTAMU.

3.2.2. llepeyeHb nuu, UMeOWMX AOCTYN K MNEepcoHasIbHbIM [AaHHbLIM, YTBEPXAAETCA AUPEKTOPOM
OnepaTopa.

3.3. MopsiAoK U CPOKM XpaHEHUs MepcoHanbHbIX AaHHbIX Ha CanTe.
3.3.1. OnepaTop OCyLLECTBISIET TONIbKO XpaHEHUE NepcoHanbHbIX AaHHbIX Monb3oBaTenei Ha CaliTe.

3.3.2. Cpoku XpaHeHUst NepcoHasbHbIX AaHHbIX Monb3oBaTenein Ha CalTe onpeaeneHbl YCIOBUSMM
Monb3oBaTeNIbCKOro  COrMalleHnsl, BBOAATCS B [AENCTBME C MOMEHTa MpuHATUS  (akuenTa)
Monb3oBaTenieM AaHHOro cornaweHust Ha CaiiTe U AeNCTBYIOT A0 Tex nop, noka Monb3oBaTesb He
3asIBUT O CBOEM >XXENaHWM yaanuTb CBOM NepCcOoHasibHble AaHHble ¢ CaiTa.



3.3.3. B cnyyae yaaneHust gaHHbIx ¢ CaiiTa no MHULUMATUBE OAHOM U3 CTOPOH, @ MMEHHO NpeKpaLleHuns
ncnonb3oBaHus CaiTa, nepcoHanbHble AaHHbe Monb3oBaTens xpaHaTca B 6asax AaHHbIX OnepaTtopa
NATb JIET B COOTBETCTBMU C 3aKOHOAATENLCTBOM PO,

3.3.4. Mo uCTeYeHun BbllEYKa3aHHOr0 CpoKa XpaHeHMsl MnepcoHasibHbIX AaHHbIX [lonb3oBaTens
nepcoHanbHble AaHHble Mosib30BaTens yaanstoTcs aBTOMaTUYECKU 3aAaHHbIM afrOpUTMOM, KOTOPLIN
3apaet OnepaTtop.

3.3.5. OnepaTtopoM He BeaeTcsl 0bpaboTka MepcoHanbHbIX AaHHbIX [Monb3oBaTener Ha 6yMaXkHbIX
HocuTensx MHdopMaLmu.

3.4. BnoknpoBaHune nepcoHasnbHbIX AaHHbIX.

3.4.1. lMoa 6NOKMPOBAHWEM MEPCOHANbHbIX [aHHbIX MOHMMAETCA BPEMEHHOE MpeKpalleHne
OnepaTtopoM onepauuii Mo mx obpaboTke no TpeboBaHWMO [Monb3oBaTens Mpu BbISBIEHUM UM
HEOCTOBEPHOCTM 06pabaThbiBaeMbIX CBEAEHWIA WM HENPaBOMEPHbIX, MO MHEHWUIO CybbekTa
NepCcoHanbHbIX AaHHbIX, AEMCTBUIN B OTHOLIEHUM €ro AaHHbIX.

3.4.2. OnepaTop He nepeaaeT MnepcoHasbHble AaHHbIE TPETbMM NMUAM U He nopyyaeTr 06paboTky
MEePCOHaNbHbIX AaHHbIX CTOPOHHUM NNLAM W OpraHu3aumsM. MNepcoHasbHble aaHHble Mosib3oBaTesnel
Caiita obpabaTbiBalOT TONbKO COTpyAHWKM Onepatopa (agMUHMCTpaTopbl 6a3 AaHHbIX M T. 4.),
[IOMYLLEHHbIE YCTAHOB/IEHHBIM NOPSAKOM K 06paboTke NepcoHasibHbIX AaHHbIX Monb3oBaTenen.

3.4.3. BnokunpoBaHune nepcoHanbHbIX AaHHbIX Ha CalTe OCyLeCTBNSETCS Ha OCHOBAHUM MUCbMEHHOMO
3asIBNeHUsI OT CybbekTa NepcoHasibHbIX AaHHbIX.

3.5. YHUUTOXEHMe nepcoHanbHbIX AaHHbIX.

3.5.1. MoA YHUYTOXEHMEM MEPCOHANbHBLIX AaHHbIX MOHMMAOTCA AENCTBUS, B pE3yNbTaTe KOTOPbIX
CTQHOBUTCSI HEBO3MOXXHbIM BOCCTAHOBUTb COAEPXAHWE MEPCOHasbHbIX AaHHbIX Ha Caite u/unm B
pe3ynbTaTe KOTOPbIX YHUUTOXAIOTCS MaTepuasibHble HOCUTENN NePCOHANbHbIX AaHHbIX.

3.5.2. Cy6beKT nepcoHasbHbIX AaHHbIX BrpaBe B MUCbMEHHOW (opMe TpeboBaTh YHUUTOXEHUSI CBOUX
NepCoHasibHbIX AaHHbIX B C/ly4ae, eC/in NEPCOHalbHblE AdaHHbIE ABNAKOTCA HEMOJIHbIMU, YCTapEBLUNMHU,
HEAOCTOBEPHbLIMU, HE3AKOHHO MOJTY4YEHHBIMU NN HE ABNAKOTCA Heo6X0,EI,VIMbIMVI ans 3asB/IEHHOM uenm
06paboTku.

3.5.3. B cnyyae OTCYTCTBMSI BO3MOXHOCTM YHUYTOXEHWUS MEPCOHasIbHBIX AaHHbIX OnepaTop
ocyLlecTsieT 6110KMpOBaHNE TakUX NEPCOHAsIbHBIX AaHHbIX.

3.5.4. YHUUYTOXEHWE NepCcoHanbHbIX AaHHbIX OCYLLECTBASIETCS MyTeM CTMpaHus uHdopMauun ¢
NCMONb30BaHWEM  CEpPTU(ULMPOBAHHOIO  MPOrpaMMHOro  obecrevyeHnss C  rapaHTMPOBaHHbLIM
YHUUTOXEHMEM (B COOTBETCTBUM C 3aAaHHbIMU XapaKTEPUCTUKaMU AN1S YCTaHOB/IEHHOIO NPOrpaMMHOro
obecneyeHmnsi C rapaHTUPOBaHHbIM YHUUTOXXEHMEM).

4, Cucrtema 3aLmTbl NEPCOHaNIbHbIX AlaHHbIX
4.1. Mepbl No obecneveHnto 6€30MacHOCTV NePCOHaNbHbIX AaHHbIX NpU 1X 0bpaboTke.

4.1.1. Onepatop npu 06paboTke NepcoHasbHbIX AaHHbIX 0653aH NPUHUMATL HEOBXOAMMbIE MPaBOBbLIE,
OpraHu13aLMOHHbIE U TEXHUYECKME MEPbl UM 0BecneunBaTh X NPUHATUE ANA 3aLUMThLI NEPCOHANbHBIX
JaHHbIX OT HEMpaBOMEPHOrO WM CAYY4aWHOro AOCTYNa K HWUM, YHUUTOXEHUS, W3MEHEeHus,
6/10KMPOBaHNs, KOMUPOBAHWUSA, NPEAOCTAB/IEHNS], PACNPOCTPAHEHNS NEPCOHAMbHLIX AaHHbIX, @ TaKXe
OT MHbIX HEMPaBOMEPHbIX AENCTBUIN B OTHOLIEHUM NEPCOHANbHBLIX AAHHBbIX.

4.1.2. ObecneyveHne 6e30NacHOCTM NEPCOHaNbHbIX AaHHbIX AOCTUIAETCs, B YaCTHOCTH:

e oOnpegeneHveM yrpo3 6e30MacHOCTM MepcoHanbHbIX AaHHbIX Npu  KMX 06paboTke B
MHMOPMALIMOHHBIX CUCTEMAX NMEPCOHAbHbIX AaHHbIX;

e [PVWMEHEHWEM OPraHM3aLMOHHBIX M TEXHMYECKMX Mep No obecneyeHuto 6e3omacHOCTU
nepcoHanbHbIX AaHHBIX Npu Ux 06paboTke B MHMOOPMALMOHHBIX CUCTEMAX MEPCOHasNbHbIX
[aHHbIX, HeOBXOAMMbIX OIS BbIMOMHEHUS TpeboBaHMWI K 3almTe NepcoHasnbHbIX AaHHbIX;

e [PVMEHEHWEM MpOLWeALNX B YCTAHOBNEHHOM MoOpsiAke Mpoueaypy OLEHKM COOTBETCTBUS
CPeacTB 3aWwmTbl MHbOPMaLmMu;



e OUEHKOM 3(PEdEKTMBHOCTM MpPUHMMaEMbIX Mep Mo obecreyeHnto  6e3onacHOCTU
MepcoHanbHbIX JaHHbIX [0 BBOAA B 3KCM/yaTauutlo  MHMOPMALUMOHHOM  CUCTEMBb
MepCoHasbHbIX AaHHBbIX;

YYETOM MaLLUMHHBIX HOCUTENEN NEPCOHASIbHBIX AAHHbIX;
0bHapy>xeHneM haKToB HECAHKLMOHVMPOBAHHOrO [OCTyNa K MEepPCOHanbHbiM AaHHbIM 1
MPUHATUEM Mep;

e BOCCTAHOBJIEHMEM TMEPCOHAJIbHLIX AaHHbIX, MOAUMUUMPOBAHHBIX WM  YHUUTOXEHHbIX
BC/IEACTBME HECAHKLMOHMPOBAHHOIO JOCTYNa K HUM;

e YCTAHOB/IEHMEM MpaBWMN AOCTYNa K MepCoHanbHbIM AaHHbIM, 06pabaTbiBaeMbiM B
MHOPMALIMOHHON CUCTEME MEPCOHANbHBIX AAHHBIX, @ Takxke obecneyeHnemM perncTpaumm m
yyeTa BCEX AENCTBUM, COBEPLUAEMbIX C MEPCOHaSIbHbIMKW AdaHHBIMU B WHMOPMALMOHHOM
CUCTEME NEPCOHASIbHBIX AAHHbIX;

e KOHTPOJIEM 3a MPUHMMAaeMbiMM MepamMu Mo obecrieyeHnto 6e30MacHOCTU MEPCOHasbHbIX
AaHHbBIX ¥ YPOBHS 3aLLMLLEHHOCTU MHOPMALIMOHHBIX CUCTEM MEPCOHASbHBIX AAHHbIX.

4.1.3. Onsa uenen lMonoxeHus nop yrpo3amn 6e30MacHOCTM MEpPCOHanbHbIX AaHHbIX MOHWUMAETCS
COBOKYMHOCTb YC/IOBWUI M (DAaKTOPOB, CO3AAIOLMX OMAcHOCTb HECAHKLMOHWPOBAHHOMO, B TOM 4uUcCne
CﬂyanIHOFO, A0CTyMNa K NepCOHa/IbHbIM AaHHbLIM, PE3Y/IbTATOM KOTOPOro MOrytT Crtatb YHUYTOXEHUE,
n3MeHeHne, 610KMPOBaHWE, KOMMpOBaHWE, MpeaoCTaBfieHMe, PpacnpoCTpaHeHMe MepCoHANbHbIX
JaHHbIX, @ TakXXe MHble HeMpaBOMEPHbIE AEWCTBUSI NMpU UX 06paboTke B MHDOPMALIMOHHOM CUCTEME
NepCOHasIbHbIX  AaHHbIX. |-|OLI, YPOBHEM 3alUMLLEHHOCTU NEPCOHANIbHbIX AdHHbIX MOHUMAETCA
KOMMMIEKCHBIN MOKa3aTenb, XapaKTepusylolwmii TpeboBaHusi, WUCMONMHEHUE KOTOpbIX obecrnednBaeT
HEWTpanM3aumMio ONpefeneHHbIX Yrpo3 6e30MacHOCTM MepPCOHanbHbIX AAHHbIX NMpU UX 0bpaboTke B
MHOPMALIMOHHON CMCTEME MEPCOHASBbHBIX AaHHbIX.

4.2. 3awuiaemMble CBeAEHNS 0 CybbeKkTe NepPCOHasbHbIX AaHHbIX.

K 3auuiiaemMbiM CBEAEHUSM O CYObeKTe MepcoHasnbHbIX faHHbIX Ha CaliTe OTHOCATCS [AaHHbIE,
NO3BONAIOWME WMAEHTUMULMPOBATL CYOBLEKT MEPCOHAsbHbIX [AaHHBIX W/ MONYYUTb O HEM
[OMNOJTHUTENbHbIE CBEAEHUS, NPEAYCMOTPEHHbIE 3aKOHOAATENbCTBOM U MoN0XKEHUEM.

4.3. 3awmwaemMble 06bEeKTbI MEPCOHANbHbIX AaHHbIX.
4.3.1. K 3awuuiaemMbiM 06bekTaM nepcoHanbHbIX AaHHbIX Ha CaiiTe OTHOCATCS:

e 00bEKTbl MHMOPMATM3aLUMN U TEXHUYECKUE CpeacTBa aBTOMAaTU3MPOBAHHOM 06paboTku
nHdopMaLuK, coaepkallleit NepcoHasibHble AaHHbIE;

e VHMOPMaLMOHHbIE pecypchl (6a3bl AaHHbIX, dalnbl U Ap.), coaepxallime nHdopmaumo ob
WMH(OPMALMOHHO-TENEKOMMYHUKAUMOHHBIX ~ CUCTEMAX, B KOTOPbIX  LIMPKYNMPYIOT
nepcoHasnbHble AaHHble, O COObLITUSIX, MPOM3OLWEAWMX C yrnpaBnseMbiMM 06beKkTamu, O
nnaHax obecnevyeHns 6ecnepeboiHoi paboThl M Npoueaypax nepexofa K yrnpaB/ieHUo B
aBapUHbIX pexnMax;

e KaHaNbl CBS3W, KOTOPblE WCMONL3YIOTCS AN nepeaayv MnepcoHasbHbIX AaHHbIX B Buae
NH(OPMATUBHBIX 3NEKTPUYECKUX CUTHAMOB M (DU3NYECKMX NONen;

e OTYUYXXAAEMble HOCUTENM MHDOPMALIMK Ha MarHUTHOM, MarHUTHO-OMTUYECKON U MHOW OCHOBE,
npuMeHsieMble anst 06paboTKM NEepCOHANbHbIX AaHHbIX.

4.3.2. TexHonornyeckas uHdopmaums 06 MHHOPMALIMOHHBIX CUCTEMAX WU 3NIEMEHTAxX CUCTEMbI 3aLUNTbI
nepcoHasibHbIX AaHHbIX, NOANEeXallas 3almTe, BK/IYaeT:

e (CBedeHMs O cucTeMe ynpaBieHWs AOCTYNOM Ha obbekTbl MHbOpMaTM3auumM, Ha KOTOPbIX

ocylecTnsieTcs 06paboTka nepcoHanbHbIX AAHHbIX;

ynpaensiowas uHdopMaumsi  (KOHMUIypaunoHHble dainbl, Tabnuubl MapLipyTusaumm,

HaCTPOVKM CUCTEMbI 3aLMTbI U Mp.);

TexHonornyeckas  uH@opMauus  CpeacTB  AOCTYNa K CUCTEMaM  ynpaBneHus

(ayTeHTUbMKAUMOHHAA uHbOpMaLKMS, Koum 1 atpubyTbl gocTyna v ap.);

XapaKTEPUCTUKWN KaHaMoB CBSA3M, KOTOPblE WUCMOJb3YIOTCA A1 Nepedaydn nepcoHanbHbIX

AaHHbIX B Buze MHPOPMATUBHBIX 3NEKTPUUECKUX CUrHAMO0B U (GU3NYECKUX NOnen;

e uvHbOpPMaUMA O CpeacTBax 3aluMTbl MEPCOHAsIbHbIX AAHHbIX, WX COCTaBe WU CTPYKTYpe,
NPUHUMMNAX U TEXHUYECKUX PELLEHUSIX 3aLUMThl;



e CnyxebHble AaHHble (MeTagaHHble) nosiBAslowmecs npu  pabote  NporpaMMHOroO
obecrieyeHmns, COOBLLEHMIA M MPOTOKOSIOB MEXCETEBOIO B3aMMOAENCTBUS, B pe3ynbraTte
06paboTKM NepCcoHanbHbIX AaHHBIX.

4.4. TpeGOBaHMﬂ K CUCTEME 3allnTbl MEPCOHA/IbHbIX AdHHbIX.

CuctemMa 3aliMTbl NEpPCOHanNbHbIX AaHHbIX AO0/MHKHA COOTBETCTBOBATb TpeboBaHWMSM MOCTaHOB/IEHNS
MpasutenbctBa ot 01.11.2012 N2 1119 «O6 yTBepxaeHUM TpeboBaHWUIA K 3alUMTe MEPCOHASbHbIX
JaHHbIX NPy X 06paboTke B MHPOPMALIMOHHBIX CUCTEMAX MNEPCOHAsbHBIX AAHHbIX>.

4.4.1. CucteMa 3almMTbl NEPCOHANbHbIX AaHHbLIX AO/HKHA obecneumnBaThb:

e CBOEBpeMeHHOe obHapyxeHue W npeaoTBpalleHMe HeCaHKUMOHMPOBAHHOMO A0CTyna K
MepCcoHanbHbIM AaHHBIM K (MNK) Nepedayn Ux NUuaM, He UMEOLLMM NpaBa A0CTyna K Takom
nHdopMauuu;

e HefomnylleHMe BO3AEWCTBUS Ha TEXHWYECKME CpPeAcTBa aBTOMATU3MPOBAHHON 06paboTku
MepcoHanbHbIX [aHHbIX, B pe3ynbTaTe KOTOPOro MOXeT OblTb HapyleHo KX
(PYHKUMOHNPOBAHHUE;

e BO3MOXHOCTb He3aMeanTeNbHOro BOCCTaHOB/1E€HUA NnepCcoHasibHbIX NaHHbIX,
MOAMMDULMPOBAHHBIX MW YHUUTOXEHHbIX BCNEACTBME HECAHKLMOHMPOBAHHOIO AOCTYNa K
HUM;

e TOCTOSIHHBIM KOHTPOJ1b 3a obecneyeHnem YPOBHA 3alMLLEHHOCTN NEPCOHAsIbHbIX AaHHbIX.

4.4.2. CpeacrtBa 3awmTbl UHDOpMaLUuK, nNpuUMeHsieMble B MHMOPMALMOHHBLIX CUCTEMAX, AO/MKHbI B
YCTaQHOB/IEHHOM MOpsAAKe NPOXoAWTb NpoLueaypy OLEHKN COOTBETCTBUS.

4.5. MeTogpl 1 cnocobbl 3aluTbl MHGOPMaLUMKN B MHDOPMALIMOHHBIX CUCTEMAX NEPCOHASbHbIX AaHHbIX.

4.5.1. MeToabl ¥ cnocobbl 3aLmUTbl MHOPMaLMK B UHOPMALMOHHBIX CUCTEMaX NepCOHabHbIX AaHHbIX
OnepaTopa A0/MKHbI COOTBETCTBOBATb TPEGOBAHUAM:

e npukasza PCTOK ot 18.02.2013 N9 21 «06 yrBepxaeHun CoctaBa WM coaepXaHusl
OPraHM3aUMOHHbIX M TeXHUYECKMX Mep no obecneyeHnto 6e30MacHOCTU NepCOHaNbHbIX
JaHHbIX Npy nx 06paboTke B MHPOPMALIMOHHBIX CUCTEMAX MNEPCOHAsbHBIX AaHHbIX>;

e npukaza OCb ot 10.07.2014 N2 378 «O06 yTBepxaeHun CocTaBa M cCoAep>KaHMs
OpPraHM3aLUMOHHbIX M TeXHUYECKMX Mep no obecrneyveHuto 6e30MacHOCTN MEpPCOHAbHbIX
[JaHHbIX Npu Mx 06paboTke B MHMOPMALUMOHHBLIX CUCTEMAX MEPCOHAsNbHBLIX AaHHbIX C
MCNONb30BaHNEM CPEACTB KpUMTOrpaduyeckon 3awutbl MHGOPMaLMKM, HeobXoaNMbIX ANs
BbINOMHEHMUS] YCTaHOB/NEHHbIX [paBuTenbcTBOM Poccuiickon ®epepaummn TpeboBaHUA K
3alliMTe MepCcoHanbHbIX AaHHbLIX AN KaXAOro M3 YPOBHEMN 3allUMILEHHOCTM» (B Cnydae
onpeaeneHns OnepaTopoM HeO6X0AMMOCTM UCMONb30BaHUSI CPEACTB KpUMNTOrpacdmyeckom
3aWuTbl MHdOpMaumMn ans obecneyeHns 6e30MacHOCTU NEPCOHANbHbIX AaHHbIX).

4.5.2. OcHOBHbIMM MeTOAaMu M crnocobamu 3awmTbl MHGOPMaUMM B UHGMOPMALIMOHHBIX CUCTEMAaX
nepcoHanbHbIX AaHHbIX [Monb3oBaTenen SBNSIOTCS MeToAbl M Cnocobbl 3alwuTbl MHGOpPMauuK OT
HEeCaHKLMOHMPOBaHHOIo, B TOM YMC/e ClyYalHoro, AOCTyna K NepcoHasibHbIM AaHHbIM, pe3y/bTaToM
KOTOPOro MOXET CTaTb YHUUTOXEHWE, U3MeHeHue, 6MoKnpoBaHue, KONuMpoBaHue, pacnpocTpaHeHue
NepCcoHanbHbIX AaHHBIX, @ TakXKe MHbIX HeCAaHKLMOHNPOBaHHBIX AEACTBUN (fanee — MeToAbl U Cnocobbl
3awmTbl MHdopMauun ot HCA).

4.5.3. Bbibop 1 peanusaums MeTOAOB M CNOCO60B 3almTbl MHdOPMaummn Ha CaiiTe OCyLecTBNSIETCS B
COOTBETCTBMW C PEKOMEHAALMSMN perynsaTopos B 06nacty 3awmtbl MHdopMaummn — ®CTIK Poccum m
®CBb Poccum, ¢ yyetoMm onpegensiemblx OnepaTopoM yrpo3 6e30macHOCTM MepCcOHanbHbIX AaHHbIX
(Momenu yrpos) v B 3aBUCUMMOCTM OT Kiacca MHAOPMaLMOHHOW CUCTEMBI.

4.5.4. BblbpaHHble U peannsoBaHHble MeToAbl M Crocobbl 3almTbl MHGOpMaumMn Ha CaiiTe AOMKHbI
obecneunBaTb HENTpanu3aumio npeanonaraembix yrpo3 6e30nacHOCTU NepcoHanbHbIX AaHHbIX MPU UX
obpaboTke.

4.6. Mepbl 3aLUMTbI VIH(bOpMaLWIM, COCTaBNsoLLEN NnepCoHalbHblE AaHHbIE.



4.6.1. Mepbl No oxpaHe 6a3 p[AaHHbIX, COAEpPXAWMX MNepPCOHAsbHblE [AaHHble, NPUHUMAEMbIE
OnepaTopoM, A0/MHKHbI BKNOYaTh B Ccebs:

e onpeneneHne nepeyHs MHGopMaLmnmM, COCTaBSOWEN NEPCOHaNbHbIE AaHHbIE;

e OrpaHMYeHVWe AOCTyMa K WHGOpMauuKM, cofepKalleil nepcoHasibHble [aHHble, MyTEM
YCTaHOB/IEHWS Nopsiaka 0bpalleHns ¢ 3ToM MHdOoPMaUMEn U KOHTPONs 3a CobMoAeHVEM
TaKoro nopsiaka.

4.6.2. Mepbl MO OXpaHe KOH(UAEHUNANbHOCTM MH(OPMaUMM MPU3HAIOTCSA Pa3syMHO AOCTAaTO4YHbIMY,
ecnum:

e WCKIIOYAETCs AOCTYN K MEPCOHasIbHbIM [aHHbIM J1obbiX TPeTbux vy 6e3 cornacus
OnepaTtopa;

e obecrneunBaeTcsi BOSMOXHOCTb MCMOMb30BaHMSI MHGOPMAaLMKM, COAEPXKALLEN MEPCOHabHbIE
AaHHble, 63 HapyLLUEeHMS 3aKOHOAATENbCTBA O NEPCOHASbHbIX JaHHbIX;

e npu pabote c MNonb3oBaTeNeM yCTaHaBMBaETCA Takol Nopsaok aenctemin Onepatopa, npu
KOTOPOM 06eCneynBaeTCs COXPaHHOCTb CBEAEHWM, COAEPXALUMX MEpPCOHasbHble AaHHble
MNonb3oBaTtens.

4.6.3. NepcoHanbHble AaHHbIE HE MOryT 6bITb UCMONb30BaHbI B LENSX, NPOTMBOPeYalmnx TpeboBaHusM
QefgepanbHOro 3akoHa, 3almTbl OCHOB KOHCTUTYLUMOHHOMO CTPOsl, HPaBCTBEHHOCTU, 340POBbs, Npas U
3aKOHHbIX MHTEPECOB APYruX nuL, obecneyeHms 060poHbI CTpaHbl M 6e30NacHOCTU rocyfapcTBa.

4.7. OTBETCTBEHHOCTb.

4.7.1. Bce cotpyaHukmn Onepatopa, ocywecTeasiiowme obpaboTKy MepcoHanbHbIX AaHHBLIX, 06s3aHbI
XPaHUTb TalHy O CBEAEHWSIX, COAEPXKALUUX NMEPCOHASIbHbIE AaHHbIE, B COOTBETCTBMM C MOSIOXKEHMEM,
TpeboBaHUsIMK 3akoHoAaTeNnbCTBa PO.

4.7.2. JlMua, BWHOBHble B HapylleHun TpeboBaHWi [ONOXEHUS,, HECYT MpPEeAYCMOTPEHHYIO
3aKoHOAaTeNbCTBOM PO OTBETCTBEHHOCTb.

4.7.3. OTBETCTBEHHOCTb 3a CObMofeHNe pexuMa MNepcoHasnbHbIX [aHHbIX MO OTHOLWEHUIO K
NepcoHanbHbIM AaHHbIM, HaxoasawmMcst B 6a3ax faHHbix Caiita, HeCyT OTBETCTBEHHbIE 3a 06paboTky
NepCcoHasibHbIX AaHHbIX.

5. 3aknrounTtenbHble NON0KEHUSA

5.1. B cnyyae n3MeHeHusi AeNCTBYIOLLErO 3aKOHOAATENbCTBA PP, BHECEHUSI UIBMEHEHWIN B HOPMATVBHbIE
JOKYMEHTbl MO 3alUMTe MNEPCOHANbHbIX AaHHbIX HacTosilee [lonoXeHWe AEUCTBYET B 4acTu, He
NpoTUBOpeYaLllei AENCTBYIOLLEMY 3aKOHOAATENLCTBY A0 NPUBEAEHUS €0 B COOTBETCTBUE C TaKUMMU.

FeHepasbHbIN ANPEKTOP A.N.KopHBeiiu




